V4 4[o229 Category “Z” Radio Incident Command System
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ZR Incident Communications
Center (ICC) Specialist

Introduction to the ZR2R Position
- A V-C-N.org Academy Course -
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Activation
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V4 4[o229 Category “Z” Radio Incident Command System

Organizational Autonomy

a V-C-N and ZRICS maintain respect for
“organizational autonomy” regarding
notification, activation and mobilization
structures, systems and forms.
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V4 4[o229 Category “Z” Radio Incident Command System

Activation Activities

o Do not “self-deploy” or pre-stage unless
your organization provides authorization

a Follow the procedures and protocols of
the organization activating you.

o Complete any required organizational
forms
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V4 4[o229 Category “Z” Radio Incident Command System

V-C-N/ZRICS Notification

a Initiate “ICS-214.ZR” form
+ V-C-N.org Academy Course 262
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V-C-N.org
Academy
Course #262

2012-04.04-100z

Emergency Communications Unit / Activity Log ( ICS-214.ZR )

1. Incident Mame

2. Incident Number

. Operational Period FROM | YYYY-MIM.DD-TTTT |

2. Wame [First)

4. Fame [Last)

5. Operational Perdod T3 { YYYY-MM.DO-TTTT 1

7. Calsign

& ZRICE orICE PosHon

S DRCE  Home Agency & Unit

10. Resources Assignead:

a) Mame (Last. Firs

3,
L

o) Callsign c) ZR or 125 Position d) Home Agency / Unit

11. Activity Log:

a) Time

by Motable Activities

Name (First, Last)
Prepared by: ame i Lar

Fosition | Tike

YO -RM.DD-TTTT

ICS-214 ZR, Page 1

Signature:

ZRICS FORM

V-C-M.ORG,ZR2-11AE-F.0.2011-11.05-0744. 000 - ZRI-11AE-F

ind System
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z R l C S Emergency Communications Unit / Activity Log ( ICS-214.ZR ) 1nd §ySte m

1. Incident Mame Z. Incident Mumber . Operational Period FROM | YYYY-MIM.DD-TTTT |
2. Wame [First) 4. Name [Lasf) E. Operational Perod TO [ YYYY-MM.ODO-TTTT ]
11. Activity Log (continuation):
a) Time by Motable Activities
V-C-N.org
PFEPEI'E-EI b}': Marme (First, Last) Fosition | Tik: YOYRM.OO-TTTT
IC5-214 ZR, Page 2 Signature:
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V4 4[o229 Category “Z” Radio Incident Command System

V-C-N/ZRICS Activations

a Update “ZR2-08AA-F” form
a Update ICS-214.ZR form

a Standardized Activation Levels (SAL’S)

+» Develop/Test SAL pre-scripted message
series for all local hazards/threats

» Conduct awareness and proficiency drills to
maintain operational skills:
> V-C-N.org “ZR2-08AA” Series (Course 044)
> V-C-N.org Academy Course 043 (ERD)
> V-C-N.org Academy Course 261 (SAL)
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SAL LEVEL ##
& “KEY WORDS”
REMAIN THE
SAME ACROSS
ALL ORGS.

SPECIFIC
‘RESPONSE"
ACTIVITIES
AT EACH
LEVEL
TO BE DECIDED
BY EACH
ORGANIZATION.

2012-04.04-100z

ZRICS

F. STANDARDIZED ACTIVATION LEVEL (SAL) OPERATIONS ANDYOR ACTIVITIES

O SAL-D

Y Y- DD

CATEGORY "2 RADIO (£R) INCIDENT COMMAND SYSTEM

NORMAL. There are MO known or potential meidents, dangers, threats or suations.

RESPOMSE: Centinue day operafions & schedu’es. Conduct ongoing preparedness program
and mamntain both readiness and awareness levels.

ind System

0 SAL

T Y-MM DD

NOTICE. Intial nodification of cumrent or possible mcident, threat or situation

RESPOMEE: Mo deployment mobfzation authorized. Implement Checklist:
1. Establish + confirm initial radio contact.
2. Advise “rescurce net” (RM) control station (RMCS) regarding availabilizy:
= I MOT available 1o deploy, can you assist?
= [f AVAILABLE, contmue deployment checkist seguence.
3. Initiate intelligence gathering & documentation activities regarding situation
4. Begin portable (HT) radic and other recharpeable devices on “change” status.

NORMAL

O saL-2

T r-MM DDTT

ALERT. Locs! or adacent OA volunteer radio erganizations activated.

RESPOMSE: Mo deployment mobfzation authorized. Support reguests may be possible.
Implement Chackist (deta’s inside e-mail nofifization message):

Advise family members / lowed ones

Ceonfirm radic programming for accuracy.

Cantinue intelligence-gathering & docurnentation activities

nitiate PFOG and deployment checklists sequence

nitiate wehicle safety inspection (W51) checklist. { Confirm gas tank levels=FLULL )
Start daily IC5-214 documentaton. Record 37 actions | activity.

P a3 B3 —

o en

O saL-3

T r-MM DDTT

STAMD-BY. Mo deployment mebilization authorized. Motification of possible shift actvation.

RESPOMEE: Implement ALERT Checkist and 37 previous levels.
1. Confirm health/safety of all family membersioved ones.
2. Advise “out-cf-area” emergency contacts of situation.
3. Monitor situation by radio (if possible or practical)
4. Continue intelligence-gathering & docurnentation activities.

NOTIFICATION
(2)

O saL-4

T r-MM DDTT

STAGE. Motificaton of full or partial shift deployments with mobilization code (M-cods required).

RESPOMEE: Obtan M-Code. Implement activation checklist and all previous leve's:
1. Establish and maintain communications with NC5
2. Begin F-lAP. Confimn “safety net” operations, contact and frequencies
3. Confirm all intentions with MC3 befors implementing any actions
4. Maintain daily 1C5-214 for details (mileage, lecations, assignments) and accuracy.

ACTIVATION

O SALS

T r-MM DDTT

DEPLOY. Fu® or partial assignment to incident, perhaps in shifts. (M-code reguired |

RESPOMEE: Implement checklist and all previous leves:
1. Faollow all deployment instructions and safety guidelines.
2. MEVER leave your radio unattended {without authorization).
3. Contact MCS before deviating from any assignment or instructions.

0 sAL-&

YYYY-MM OO-TT

DISASTER. Disaster operations mode. Mo M-Code required (1o actvate, mobilize or assist).

RESPOMSE: Do whatever you can to help. Maintan a safe environment. MNever jsopardize the
safety of yourself or those around you. Unconwventiona! assignments may be necessary.
Remamber AND USE your traming and common sense.  Keep daily 125-214 updated

0 SAL-R

TYYY-MM O0-TT

RECOVERY. Mot avalable for assignment unless Activation Level & incident or situation.

RESPOMSE: Implemsnt LEVEL “R” checkist

Confirm safety of family [ loved ones | neighbors.
Replenish or replace all used or depleted resources.
Conduct wehicle safety inspection (\W51).

mplerment plan for LEVEL [ response preparedness.
Advise when Level 0 using most expeditious method

P B3 —

on

MOBILIZATION
(3)

RECOVERY

W-C-MLOREG:

ZRICS LIBRARY PAGE 2 FILE REFEREMCE: ZR2-03AA-F

W-C-MN.oRG, ZR2-08AA-F.0.2012-02.26-1417.00C
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V4 4[o229 Category “Z” Radio Incident Command System

Mobilization
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V4 4[o229 Category “Z” Radio Incident Command System

Organizational Autonomy

a V-C-N and ZRICS maintain respect for
“organizational autonomy” regarding
notification, activation and mobilization
structures, systems and forms.
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V4 4[o229 Category “Z” Radio Incident Command System

Mobilization Activities

o Do not “deploy” or depart unless your
organization provides authorization

a Complete any required organizational
forms

o Follow the procedures and protocols of
the organization mobilization you
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V4 4[o229 Category “Z” Radio Incident Command System

V-C-N/ZRICS Mobilizations

a Update “ZR2-08AA-F” form
a Update ICS-214.ZR form

a Standardized Activation Levels (SAL’S)

+ Develop/Test SAL message series for all
local hazards/threats

» Conduct awareness and proficiency drills to
maintain operational skills:
> V-C-N.org “ZR2-08AA” Series
> V-C-N.org Academy Course 043
> V-C-N.org Academy Course 261
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V4 4[o229 Category “Z” Radio Incident Command System

V-C-N/ZRICS Mobilizations

o Maintain contact via your designated
organizational frequency/frequencies

a Not all organizationa
needed / needed at t

a Partial mobilizations
stages

members may be
ne same time

nossible, perhaps In

o Remember: Incident Objectives (Priority

#1, #2 and #3)
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V4 4[o229 Category “Z” Radio Incident Command System

Pre-Departures Activities

o Obtain ICC position assignment

+ Perhaps from “resource” net or directly from
your organization

a Conduct pre-check of “go” kit or bag
o Review “go” kit/bag checklists

o Complete required documentation and
pre-departure activities
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V4 4[o229 Category “Z” Radio Incident Command System

Pre-Departures Activities

o Check “In” to travel net and maintain
contact (safety Is first priority)
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Disscumant ID f File Name FIMAL: ZRS-07AD-%
W-C-N.prg, ZR5-07AD-F . F_2007-01_23- 1006 xla 2007-01.23-1008

CALLSTIGN START TIME DEP TIME MILEAGE 5TOPR TIME

Volunteer Communications Nebwork 2011-02-21 & O7:52:
1

Travel-Met Log: Callsign Pagea 1 ;:' Date Fage




Doscumeant ID f File Name
CC.US-ST.000000.ZR5-07A0-F.2

12-04.04-095B w8

Incident Numbear:

CC.5T-ORG-000

000

CALL STGN BEGIN TIME MILEAGE ARR TIME MILEAGE DEP TIME MILEAGE EMD TIME MILEAGE
RBEeUIW 0800 119.2 0825 142.6
KGELFZ o801 263.9 0824 287.3 1429 302.6 1300 326.0
KEGFUZ oaoz 127.3 a0 147.3 1300 205.8
KGaWTQ o0z 116.0 0847 125.0 1424 131.0 1301 140.0
EEGMND 0804 156.7 08353 182.0 1515 182.0 1347 207.3
KEGEE oaos 922.4 081% 937.4
KB&CUS 0810 185.3 oB1% 198.0 1325 213.3
KB&CUR 0810 185.3 0819 198.0 1525 215.3
KISFBW o811 249.6 = 265.6 1505 275.4 1335 291.4
WEHK oais 873.4 oez% BE4.4 1515 8as.2 1330 a9s.2
KB&WLIM 0815 191.5 0913 ACCIDENT
ADEWI 0820 647.0 0830 652.0 1545 532.0 1355 657.0
AESEI 0820 817.3 oes1 B25.6
K1&I1BS 022 4273.8 a1z 4317.4
WeBGR 0823 885.9 0853 904,82
AESWM 0gzs 364.0 08z0 3730
KI6AOK 0823 3421.7 oes1 3442.8
WBET 0810 31162.0 0900 J1192.4
KLEMF 1225 193.1 1255 212.7
Trawvel-Met Log: Callsign Incident Mumber: CC_ST-0RG-0RII00
Volunteer Communications Mebaork 201 2-04-04 @ 09:55: Page 1 of 2 Date Fage




V4 4[o229 Category “Z” Radio Incident Command System

Pre-Assignment Activities

a Check “out” of travel net (TN) and check
“In” with staging (STG) net (SN) If one Is
on the air (using “ZR2-07AB” frequency
change protocol).
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CATEGORY “Z" RADIO (ZR) INCIDENT COMMAND SYSTEM ZRICS
DRAFT | DRAFT | DRAFT | ORAFT | ORAFT | ORAFT | DRAFT | DRAFT | DRAFT

DOCUMENT TOPIC FREQUENCY CHANGE MANAGEMENT USING VV-F-T-0-M

DOCUMENT ID:  ZR2-07AB-M: Memorandurm Created: 2007-12.12-0630

0P SECTION(S): [ zrucMmD [Ezrzors [EZRAPLN [ ZrRisLoc £ ZRSFIN
TO:  AlV-C-NJ/ ZRICS Participants and 7R Participating Crganizations

FROM: Wolunteer Communications Network [ ZRICS Development Team (ZROT)

BACKGROUMND:

Safety iz always “prionty 17 on all V-C-M and ZRICS incidents, operations, activities, meetings,
training sessions or (development) exercizes. Implementing and maintaining a “safe” operating
environment requires policies, procedures and protocols for the zafety of all yourself (and those
arcund you), other incident participants and the general public.

Unsafe operating environments are one (among many) reasons why every radio operator with
rezponzibilities a3 an emergency communicator must be able to change freguencies with litte or
no advace notice (upon demand), and do 2o quickly and safely.

"W-F-T-O-M" drillz help radio operators to maintain individual and organizational proficient and
ability to change frequencies when requirsd to meet incident objectives or mission require-
mentz. Every emergency communications specialist must be able to change the
frequencies of the radio they bring to and use during an incident.

To review, V-F-T-0-M was designed by the V-C-N and stands for:

1. W — Select radic “VFO© mode (vou cannot program a radio m “memory” mode ).

2 “F* — Select desired or requested (Firequency.

3. T — Select desired, requested or nesded (T)one.

4, Y7 — Select requested or needaed (O)ffzet, either “plus” (P) or *minus” (M}, to includs
“open” tone (tone enabled on transit or “encode” only (or) tone enabled on both encode
and receive or “decode” ... alzo known as “CTCSS").

5. MY — Save into (Msmory.

IMPLEMEMNTATION:

ZR incident objectives always focus on safety. There are three “standardized™ incident pricrities
that apply to all deployments, operations, activities, meetings, training drills and (development)
exercises. They are:

a Priority #1: Safety. Always maintain a "safe” operating envirenment.
a Priority #2: Menitor. Always monitor your designated or agsigned frequency.

W-C-M.ORG: ZRICS LIBRARY FILE REFERENCE: ZR2Z-07AA-M
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2012-04.04-100z

CATEGORY “Z" RADIO (ZR) INCIDENT COMMAND SYSTEM

CRAFT | DRAFT | ORAFT | ORAFT | ORAFT | DRAFT | DRAFT | DRAFT | DRAFT

a Friority #3- Confirm. Always obtain “confirmed acknowledgement” from your designated
or aszigned net control station (MCS) before initisting any change in your assignment.

Complying with NCS frequency change management requests [using V-F-T-0-M) requires a
standardized procedure or protocol to maintain a safe operating environment. Al V-C-M and
ZRICS radio specialists will practice and uze the following protocols.

APPLICATION + UTILIZATION:

MCS requests radio operator to change frequency.

Radio operator acknowledges reguest and azks for new freqguency information.

MCS provides new frequency information and reguests confimation.

Radio operator conduct “read back” confirmation of new frequency information.

MCS confirms accuracy and authorizes radio operator to change frequencies (Q5Y) to the

naw frequency, with instructions to retum to onginating (this) freguency if unable to make

contact with NCS on new frequency.

6. Radio operator acknowledges instructions and reguests permiszion to changs “NOW to
the new frequency.

7. MCS acknowledges and ends conversation with callzign.

B. Radio operator acknowledges and ends conversation with callsign.

oo b =

RER

V-C-N Academy Course 265

W-C-M.ORG: ZRICS LIBRARY FILE REFERENCE: ZR2Z-07AB-M

W-C-M.oRe ZR2-0TAB-M.D.2011-11.13-0257 .00C

ind System
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V4 4[o229 Category “Z” Radio Incident Command System

Pre-Assignment Activities

o Check “In” to incident (ICS-211.ZR form)

2012-04.04-1002 223: ZRICS Position "ZR2R" : V-C-N.org : Slide: 66



Incident Mame f Mumbsr

2. Operational Perdod (Dabte § TIme)

From: Ta:

Omwee O =1e
O IcF O mcs:

3. Check-In Lecation [ BEOC

Other:
- CHECHKAIN LIST

[Parsonned)

Fersonniel Check-in Informasian

E. Inklal Incident Check-In? 9. Time

4. Mame |Last, First)

5. CALLSIGH [Sendce] 6. 05 Section f Assignment [ Quals 7. Contact Information (or) Crganization X In Ot

o

o2

03

i

IJ.I

0. Prapares oy

11. Dae/ Time: (Y -MM.DD-TTTT)

12. Date’ Time Seni o Resources Unk

Page: of

CHECH-IN LIST (Personnel)

W-C-hoorg K-5-211 ZR5-06AK-F F 201 1-03.21-071 0Ldoc

[ZRS-0EAK-F) ICS5 21127




V4 4[o229 Category “Z” Radio Incident Command System

Pre-Assignment Activities

o Begin ICC checklist
+» Refer to: ZR2-10AA-F
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CATEGORY "Z" RADIO INCIDENT COMMAMND SYSTEM — ZRICS OPERATIONS CHECELIST

ind System

ZRICS

DRAFT | DRAFT | ORAFT | DRAFT | ORAFT | DRAFT | DRAFT | DRAFT | DRAFT

Incident Communications Center (ICC) Checklist
[OR]
Emergency Operations Center (EQC) Checklist

Diate:

Incident:
MOTE: Items on your organization’s |1CC or EQC

radiz room checklist may be different and not appear —_—

in the same seguencs.

Checklist assumes Standard Cperating Procedures

(S0P far your facility identifies priority of frequencies E—

and saquence of positions o be staffed. For safsty,
each position be assigned only ane hot frequeancy at
a time to minimize missed transmissions.

[ UPON ARRIVAL ]
Turm on lights

Ob=sarve time on wall clock.

- Correct to current time if wrong.

- Indicate time on personal (daily) 1IC5-214.
{ Mote comection for lessons lzarned )

Start ICC/ECC Check-in Form
- Ws2 IC5-211.2ZR if no EQC form available.
{ Refer to ZR5-08AK-F ).

Start ICC/ECC 1C5-214 Form

- Indicate time opaned by you, —_—

Turm on heat § air conditioning

Turm on ALL position radio(s)
- Checking DC power source
- Turn down volume on all but position #1

Confirrm comect Position #1 radio frequency
{ Repaater? Tactical? )

Position radio microphone working properly?

- Test using portablethandheld radio. —

- Confirm transmit working properly.

Is packet THC messages LED blinking?
- If blinking, messages are waiting.
- Process according to S0P instructions.

Start coffes
- |s water running?
- |s water clear?

Check soap / hand cleaner supplies

Check hand-towsl supplies

Check coffee supplies
- Regular (Cafeinated) and De-caffeinated

Check coffee cup suppliss

Check créme supplies

Check sugar ! swestener supplies
Check mixer / slirrer supplies

Caonfirm telephons(s) working properly
- Is telephone numbser in sight on wall?
- Is telephone number documented in S0P?

Flace last lina(s) on hold if mult-line system.

Confirm facsimile (fax) working properly
- Fax line tested according fo SOP?
- Fax printing quality tested according to SOP?

[ POSITION SET UP ]

Each position must be quickly prepared to receive all
incoming messages to that station (copying and then

lagging).

SafetyTravel Log
- If no EOC form axists, use ZRE-DTAD-5

Mobilization code (M-code) Log
- If no EQC form exisis, use ZR4-08AF-5

EQC Radio Room Massage Log

Gensral message forms

- Establish MAPS for minimum £ of forms.

- Use 1C5-213 OMLY if no other form specified
in facility SOP .

Writing Paper
- Prefer mema pad (stenographers fype)

Writing Instrumeant | pen / pencil / eraser )

Organizational Contact List

Stamdard Cperating Procedures (S0F)
{ Housed in 3-ring binder)

Oirganizational Contact List

Communications Plan
- Turm ta “Emergency MCS Script” page
- Use MCE script for specific hazard

Maotebook / Lined Paper (in back)
Communications Plan
Map(s) of local (or impacted) arsa

Radio headsst {and adapter kif)
- Only radio operators use headsatis.

V-C-M.ORG: ZRICS LIBRARY PAGE 1 0F 2

| ZR2-10AA-F: 2010-11.21-D324

— "N INDICATES "COMPLETED" FOR INCIDEMT AND O INDICATES “NOT COMPLETED" —
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CATEGORY "Z" RADIO INCIDENT COMMAMND SYSTEM — ZRICS OPERATIONS CHECELIST ZRICS

DRAFT | DRAFT | ORAFT | DRAFT | ORAFT | DRAFT | DRAFT | DRAFT | DRAFT

- Radio headsets in operator “go” kits7

{ Cho not use radic headset for position #1 unti
additional radio operators are assigned, then al
should use headsats if communizcations center
unit leader (P-zcode = ZR28) is designated )
Flashlight with sxtra bul

Extra flashlight batieries

[ CHECK RESTROOMS ]

Turm on lights
- Working propery?

Turn on water
- Warking properly?
- Water is clzar?

Flush toilet{s)
- Check each ane and mark if mal-functioning.

Install batteries in flashlights
{ If not already installed §

__ Confirm flashlights working propedy®
__ Check soap ! hand cleaner supplies
__ Check hand-towsl supplies

_ Check toilet iners supplies

[ HOT WATER HEATER CHECHK ]

Check for gas leak / smell of gas
(If YEZ, notify EQOC Manager immeadiately)

__ Check if EQ safety straps still securs

[ REMAINING POSITIONS SETUP ]

__ Correct frequency for position sequence?
__ Radio microphone working progerly?
__ Sstwolume to low.

_ ZSafety ! Trawvel Log

_ Mobilization code (M-code) Log

__ EBEOC Radio Room Message Leg

General message forms

- Establish MARPS for minimum £ of forms.

- Use IC5-213 QMLY if no other form specified
n facility SOF .

Standard Operating Procedures (SOP)

{ Housed in 2-ring binder)

Organizational Contact List

Communications Plan
- Turm to “Emergency Script” pags)

Maotebook | Lined Paper (in back)

Radio headsst (and adapter kit)

- Only radio operators use headsats.

- Radiz headssts in operator “go” kits?

| Do not use radio headset for position #1 until
additional radic cperators are assigned, then all
should use headsais f communications center
unit leader (P-code = ZR2E8) is designated )

Writing Paper

- Memao pad (stenographers type)

___ Writing Instrument | pen / pencil / eraser )
__ Map(s) of local (or impacted) area

___ Flashlight with =xtra bulb

___ Estra flashlight batteries

[ COMMUNICATIONS — Digital ]

Packst

Is THC Message LED blinking®
| Messages have been received. )

__ Open position S0P,

__ Pre-scripted text message series
Turm on packet workstation & log-in.

__ Access application software.

Download and print messages.

WLZK: Winlink 2000

__ Listing of (local area) RMS Sites
__ Open position S0P,

___ Pre-scrpted text message series
__ Tum on WL2K workstation & log-in.
__ Access application software.

Download and print massages.

MAPS = Minimal Acceptable Performance Standards

V-C-M.ORG: ZRICS LIBRARY PAGE 2 OF 2 ZR2-10AA-F: 2010-11.21-D324
— "N INDICATES "COMPLETED" FOR INCIDEMT AND O INDICATES “NOT COMPLETED" —
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